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Abstract
Considering the significant number of non‐military unmanned aerial vehicles (UAVs) that can be
purchased to operate in unregulated air space and the range of such devices, the potential for security
and privacy problems to arise is significant. This can lead to consequent harm for critical
infrastructure in the event of these UAVs being used for criminal or terrorist purposes. Further, if these
devices are not being detected, there is a privacy problem to be addressed as well. In this paper we
test a specific UAV, the Parrot AR Drone version 2, and present a forensic analysis of tests used to
deactivate or render the device inoperative. It was found that these devices are open to attack, which
means they could be controlled by a third party.
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INTRODUCTION
Unmanned Aerial Vehicles (UAVs) originated in the military domain, undertaking reconnaissance
missions in high‐risk situations. Their use expanded as weaponised payloads were attached to UAVs
such as the Reaper, allowing precision target strikes to be undertaken. Gaub (2011) compares the
proliferation of UAVs to the original adoption of manned flight to achieve air superiority during
World War I, with global spending on UAV technology reaching over $6 billion USD annually,
according to. Sullivan (2013) notes that military UAVs range in price from ~US$30,000 to
~US$223,000,000 depending on the functionality provided, certainly out of range for most
businesses and hobbyist users (assuming that they would be allowed to purchase such devices).
Gaub provides an interesting comparison between the civilian take‐up of aircraft post‐World War I
and the current growth of UAV use, citing many parallel characteristics. He points out that the
speed of technology transfer is likely to accelerate the use of UAVs in civilian applications.
Concomitant with the military uses, UAVs have gained a foothold in commercial markets. UAVs have
been used in the following areas: crop dusting, commercial photography, biological studies and
weather reporting. With devices such as the Parrot AR Drone available for ~AUD$350, UAVs have
proven to be cost effective alternatives to manned aircraft for a variety of applications.
Unfortunately, small UAVs operate in uncontrolled airspace, which may lead to potential security
and privacy problems. CASA (1998) defines uncontrolled airspace as below 400ft. This airspace is
deemed too dangerous to operate in for commercial and military aircraft, as the rate of collision
with objects increases. As such, registered aircraft are prohibited from entering this airspace. Small
UAVs are not bound by these same regulations, with the opposite in action, preventing small UAVs
from entering registered airspace until integration technology in the form of air‐to‐air detection can
be standardised and retrofitted to manned aircraft ‐ a problem outlined by Kaiser (2011). Further,
purchase of small UAVs is unrestricted.
Misuse of UAVs is a threat to critical infrastructure due to the wide range of damaging payloads that
could be carried onboard. Worse, the UAV itself could be used to inflict damage. Given that many
small UAVs have on‐board HD cameras for guidance purposes, misuse of the camera can raise
privacy concerns, because UAVs can traverse property boundaries easily and quickly.
The Parrot AR Drone version 2 (hereafter “Parrot”) is a low‐cost commercially available quadricopter,
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weighing 420g having a flight time of approximately 12 minutes (Figure 1). The Parrot supports
control via wireless 802.11b/g/n so the effective range is limited by the wireless protocol and the
battery life. It has a 1GHz 32 bit ARM Cortex A8 processor and runs Linux 2.6.32. There is an on‐
board gyroscope, accelerometer, magnetometer and pressure sensor as well as ultrasound sensors
for ground altitude measurement. It also houses a 720p HD camera which can transmit video to a
paired tablet (or phone) or to a USB stick on‐board.
This paper explores vulnerabilities in a civilian small UAV, with the aim of determining whether third
party control is feasible, therefore taking the first steps towards identifying, realising and mitigating
the aforementioned threats to security and privacy.

Figure 1: The Parrot AR Drone used in the tests.

DETECTING UAVS
UAVs in operation are conventionally detected in one of three ways, using radar, visual detection or
acoustic sensors. The issues that arise from the reduction in size of UAVs limit the use of these
methods. Radar relies on detecting the electromagnetic waves (EM) emitted from aircraft. Due to the
non‐metallic components and size of small UAVs, the EM signature is smaller, and at a higher
frequency. Skolnik (2008) points out that the range of radar detection relies on the frequency of the
EM being emitted, the lower the frequency (between 3MHz and 2GHz) the further away objects can
be detected (2000 nautical miles to 200 nautical miles respectively). In comparison, small UAVs emit
EM at or above the 10Ghz range, limiting detection range to hundreds of metres. While this seems
like a suitable detection method, radars operating at this frequency are susceptible to interference
from weather conditions, and have high associated monetary and power costs. Similarly, again due
to the size of the UAV, visual detection techniques that by design filter out smaller flying objects such
as birds have high false negative rates when tuned for small UAV detection.
In contrast, Pham and Srour (2004) claim that acoustic detection methods are not dependent on the
size or line of sight issues which affect radar and visual detection, the acoustic method uses
microphone arrays to capture the sound of the moving parts of UAVs and compares this signature to
a database of recognised sounds for identification. This method has been successful in detecting a
range of airborne vehicles, and is a cost effective solution as demonstrated by the implementation of
Drone Shield, a modified Raspberry‐Pi which acts as a standalone UAV acoustic detection device. The
limitations of acoustic detection relate to the large number of small UAVs available, and their
customisable parts requiring individual signatures stored in the database for meaningful detection; a
manual, consuming task in terms of time and processing power to prepare. Additionally, Gaub (2011)
notes that some fixed‐wing UAVs can enter glide mode, eliminating any engine noise. As such,
further research into suitable detection methods using a hybrid approach of the aforementioned
techniques is underway in the U.S air force, but this is limited to proof‐of‐concept at present.
To overcome the limitations of existing detection methods, viz. size, construction materials and
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variety of modules, we propose to use 802.11 protocol fingerprints to detect a UAV. This has
advantages of not being reliant on UAV size, not requiring line of sight, protocol standardisation and
forensic tool support (hardware and software).
EXPERIMENTAL METHOD
The Parrot operates using a standard WiFi (802.11) protocol to pair with a controller device (an iPad)
running freely available software. Therefore, it should be possible to perform packet captures of
traffic between the paired devices and thus potentially gain control of the UAV. Using a standard
Detect‐Acquire‐Analyse‐(Attack) model (Figure 2), we set up a series of experiments to test potential
vulnerabilities of the UAV. The research question was: Could a Parrot AR Drone be controlled by a
third party when in operating mode? The hypotheses were:
H1: Can the network signature of a Parrot be determined when the UAV is operating?
H2: If the Parrot has open ports, is the UAV vulnerable to direct connections?
H3: Can the connection procedure between a control device and the UAV be determined and if so, is
it similar to a standard wireless connection between any other wireless device and an access point?
H4: How susceptible are UAVs to de‐authentication?
H5: How effective are de‐authentication attacks against UAVs?
H6: What results from de‐authentication attacks can be used against small UAVs?
We used open source software (nmap, wireshark and aircrack‐ng) to perform the scans, attacks and
packet capture. The hardware used was an S10 Lenovo laptop (running Ubuntu 12.04) equipped
with an external Linksys 802.11n USB wireless card, as the attacking entity; A standard (uncracked)
iPhone 5 (iOS version 6) was used as the ground controller for the Parrot.

Detect
H1

Acquire

Attack

H2 H3

Future work

Analyse
H4 H5 H6
Figure 2: Research Design for Attacks on UAV Wireless Connections.

RESULTS AND DISCUSSION
Signature determination
The vendor MAC address is identifiable (the manufacturer is assigned the allocation 90:03:B7), along
with individual fingerprints determined by nmap for ports 21, 23, 5551 and 5555. Given that ftp and
telnet are enabled without any security, it is possible to connect to the Parrot and upload files whilst
the UAV is operating. Ports 5551 and 5555 may be the video and control ports. By using these
fingerprints it is possible to determine what detected APs are Parrot drones. Therefore validating
hypothesis H1 (Can the network signature of a Parrot be determined when the UAV is operating?).
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Open Connections
A telnet session initiated to 192.168.1.1 connects directly into the Parrot and receives a shell as root
(shown in figure 4), therefore all files/directories are available. Additionally, flight recordings were
accessible in the /data/videos directory. This confirms hypothesis H2 (If the Parrot has open ports, is
the UAV vulnerable to direct connections?)

Figure 3: Root shell on Parrot.

Figure 4: Wireshark capture of Syn/Ack connections.

12

Connection Procedure
Using the Lenovo S10, external Linksys 802.11n USB wireless card and Wireshark to capture network
packets, there is a distinct connection process when the controller connects to the device with a
number of ARP packets sent around the network with a DHCP request being given to the device (as
shown in figure 4). A repeatable disconnection sequence was not identified after 5
connect/disconnect attempts. Following a number of ARP packets broadcast, DHCP request and
ICMPv6 advertisements follow (IPv6 multicast).As part of the pairing protocol, the connecting device
(iPhone) is assigned the IP address 192.168.1.3. After several ARP requests to 192.168.1.1 (the
Parrot), they are then paired (connected). Connection speed is between 1.5 and 2.5 seconds.
A UDP packet was captured which was recorded from port 5552 to port 5552 from the connecting
device to 192.168.1.255 (i.e. a broadcast, see figure 5, sequence #37). This could possibly be used
for changing the video feed, if the normal behavior is to broadcast request the video port from the
connecting device.
There is evidence of a generic connection pattern for the UAV. The speed of connection suggests
that de‐authentication and re‐authentication could be quick enough to be achieved in mid‐air.
Further, there is some promising evidence that might enable video capture and substitution. These
findings validate hypothesis H3 (Can the connection procedure between a control device and the
UAV be determined and if so, is it similar to a standard wireless connection between any other
wireless device and an access point?)

Figure 5: Wireshark capture of video connection.
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De‐authentication
De‐authentication attacks are a common problem with 802.11 WiFi networks due to that standards
reliance on management frames. These frames are exploited commonly over wireless networks to
achieve Denial of Service (DoS) attacks. Whilst mitigation techniques are defined in the standard
802.11w protect de‐authentication frames, the slow adoption of this standard due to lack of
backwards hardware compatibility keeps this type of attack relevant. This led to speculation
regarding how UAVs using the 802.11 family of protocols handle de‐authentication attacks.
The de‐authentication attack was successful. The attack was repeated three times to confirm the
result. In addition to de‐authenticating the UAV from the control station, this test identified generic
states that the Parrot enters when abnormal events occur. In the case of losing data link control, the
UAV enters “hover mode”, maintaining current altitude until connection is re‐established. Once
connection is re‐established the UAV enters “landing mode”, with the UAV landing before control is
regained. This validates hypotheses H4, H5 and H6. Further testing in this area could lead to complete
third party control of the UAV.
In summary, it was found that the signature of a Parrot can be determined when the UAV is
operating. Open ports were found suggesting the Parrot was vulnerable to direct connections. Also,
the connection procedure between a control device and the Parrot was scanned and found to be
similar to a standard wireless connection. Further, the Parrot was found to be susceptible to a de‐
authentication attack. Given the short time between de‐authentication and re‐authentication during
the attack (less than three seconds), this suggests that control could be obtained by a non‐
authorised party, whilst the device is still airborne.
The misuse of small UAVs such as the Parrot by criminal or terrorist elements is a potential threat to
critical infrastructure. This is due to their low cost, wide availability, operability in unrestricted
airspace and the ability to carry a small but dangerous payload.
CONCLUSIONS AND FURTHER WORK
This study sought to explore whether the standard use and operation of a commercially available
civilian UAV could be hampered. The results of a series of experiments that found, tested and
evaluated vulnerabilities in the device were articulated and discussed.
Specifically, this study tested a Parrot AR Drone version 2 UAV. It was found that the device had
several open ports enabled by default and could be accessed remotely by a third party. Also, the
device could be de‐authenticated which suggests that control could be shifted from the legitimate
paired controller to another (non‐authorised) device.
A limitation of this work is that it tested only one UAV, therefore it should be considered proof‐of‐
concept. Further work would involve extending the de‐authentication to full real‐time control as
well as examining the video stream. The Parrot has a high definition camera onboard, therefore
misuse of this or any other civilian small UAV will raise privacy and legal concerns because the UAV
does not physically enter a property.
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